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Decision/action requested

Approve pCR to TR 33.841 below.
2
Detailed proposal: pCR to TR 33.841
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4.3 
Threats to symmetric cryptography

Grover’s search algorithm offers a theoretical quadratic speed-up on unstructured search problems.  This is applicable to symmetric key cryptography as, with use of Grover’s algorithm, the N-bit key for a cipher would be recovered with an asymptotic complexity of O(2N/2) operations as N goes to infinity.

The real speed up offered by Grover’s algorithm is difficult to evaluate and depends on a variety of factors including the scheme being analysed, the precise functionality of a quantum computer and the necessity for error-correction codes.  There has been limited analysis of the effect of Grover’s algorithm on 128-bit block ciphers, but various papers [2][3] have calculated that, while the security of AES-128 would be reduced with the development of a quantum computer, it would not fall to 64 bits.  It should also be noted that Grover’s algorithm does not parallelise efficiently, suggesting that the security assumptions to apply in this scenario may be different to those in classical computing.  It may be more appropriate to consider attacks that run in bounded time, taking into account the likely capabilities of an attacker and the amount of likely parallelisation [4].

To counter this threat to symmetric cryptography from a quantum computer it would certainly suffice to double the key-size of an algorithm, thus doubling the number of bits of classical security.  As discussed above there is an ongoing discussion as to whether this response is overly conservative, as the changes would have other business, interoperability and security consequences. 
*** NEXT CHANGES ***
5.1
Predicted timescales and resources for quantum computing

It is unclear when a quantum computer that threatens cryptography will become available.  However, [7] cites an estimate that a quantum computer capable of breaking 2048-bit RSA may be built by 2030 for a cost of one billion US dollars. At the First PQC Standardization Conference in 2018, NIST [X1] cited another estimate that there is a 1 in 7 chance that some fundamental public-key crypto will be broken by quantum by 2026, and a 1 in 2 chance of the same by 2031. It is likely that the cost of building a quantum computer will fall rapidly in the years following this.  The efficacy of a quantum computer is inherently connected to its fault-tolerance and the requirement for quantum error correcting codes. The estimated number of physical qubits per logical qubit varies with several orders or magnitude (10 - 104) between different types of physical qubits. It is worth noting that for one type current estimates for one logical qubit are 3600 physical qubits for quantum error correction [10]; furthermore [8] describes improving fault tolerance in a scalable architecture as “a potential show stopper for the entire effort”. 

Two research papers, [9, Table 2] and [13], have estimated the quantum resource needed to break ECC and RSA algorithms based on Shor’s algorithm under certain assumptions. They estimate that for current asymmetric cryptographic algorithms O(212)  logical qubits are required, and O(240) to O(250) quantum gates. This implies that commonly used asymmetric cryptographic algorithms are at risk when a quantum computer with O(223) physical qubits can be built.

Grassl et al. analyzed the quantum resources required to carry out an exhaustive key search for the Advanced Encryption Standard (AES) by using Grover’s algorithm, [11]. The paper suggests that a similar number of logical/physical qubits will be required to attack one AES key, but the number of gates required is significantly higher with a total of O(286), of depth O(281), for AES-128, rising to O(2151), depth O(2145), for AES-256. 

The report [12] states that it is conceivable that a 220 physical qubit system will be available in 10 years, though it does not give an estimate of the cost. If so, a large-scale quantum computer with sufficient qubits for some cryptographic problems could be built in 10-20 years, which is within the lifecycle of 5G systems. However, [11] also notes that with their estimate of the large circuit depth required to implement Grover’s algorithm, "it seems challenging to implement this algorithm on an actual physical quantum computer". This is a conclusion shared by the call for proposals for the NIST PQC standardization [X2].
*** NEXT CHANGES ***

5.2
Timelines for transitioning asymmetric algorithms

In 2017 NIST launched a study [26] to evaluate and standardize one or more quantum-resistant public key cryptographic algorithms.  Draft standards are expected between 2022 and 2024.  Currently no quantum-resistant public key algorithms are standardized by NIST as it is assessed that not enough time has been spent analysing them. IETF is planning to introduce quantum-resistant public key algorithms in protocols (TLS, DTLS, IKEv2, X.509, JOSE, etc.) after NIST standardization.
*** NEXT CHANGES ***

6.2.2 Ciphering algorithms

128-NEA1, 128-NEA2 and 128-NEA3 use 128-bit keys KUPenc, KRRCenc and KNASenc for User Plane, RRC signalling and NAS signalling encryption respectively.  If these algorithms were broken by a quantum computer an attacker could recover the relevant key and decrypt any data encrypted under that stream until the key was updated.

A more resource intensive attack could recover a subscriber’s long-term key.  This would require an attacker to know or guess parameters related to both the home and serving network, to model the key derivation algorithm (e.g. MILENAGE) and the inputs to the KDF in the key hierarchy.  It would also require a quantum circuit modelling the entire key derivation hierarchy.  The complexity of this circuit is not well understood at this time.  An attacker doing this would be able to decrypt all traffic belonging to that subscriber which was not encrypted at the application layer.  Recovery of the subscriber’s long-term key would also allow the attacker to pose as the subscriber to the network.
*** END CHANGES ***
